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Overview

About models for streaming algorithms
» Setting & type of randomness
» Missing Item Finding
» Basic results
» An open question

Proof and algorithm sketches
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Setting of a Streaming algorithm [Ben-Eliezer, Jayaram, Woodruff, and Yogev 2020]

Static setting

Input
1 3 51 5 2 2 410

Output

3/14



Setting of a Streaming algorithm [Ben-Eliezer, Jayaram, Woodruff, and Yogev 2020]

Static setting Adversarial setting

Input 1
1@ Ea 5 224 10 ——)
@@ w 3
Output *7'}

3/14



Setting of a Streaming algorithm [Ben-Eliezer, Jayaram, Woodruff, and Yogev 2020]

Static setting Adversarial setting
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» Makes no difference if deterministic
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Access to randomness
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Access to randomness

Deterministic (@)

Input
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Random seed (@)

““ Input

Output Random

Ex: Linear sketches (with PRG, per Indyk
2006)

Random tape (@)

Input
Output ‘Rglgg
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Ex: Morris Counter, reservoir sampling

Random oracle (&)
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The Missing Item Finding Problem

» MIF (n, r) is given stream over [n] of length < r for r < n

» For stream a1,...,a;, output v € [n] \ {a1...,a;}
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The Missing Item Finding Problem

» MIF (n, r) is given stream over [n] of length < r for r < n

» For stream aj,...,aj, output v € [n]\ {a1...,a;}
Background

» MIF special cases in: [Chakrabarti, Ghosh, and Stoeckl 2022; Tarui 2007].

» See also:

» Graph coloring in edge arrival streams [Assadi, Y. Chen, and Khanna 2019; Assadi,
A. Chen, and G. Sun 2022; Chakrabarti, Ghosh, and Stoeckl 2022]

» Card Guessing Game and Mirror Game [Garg and Schneider 2018; Menuhin and Naor
2022]

» Static/adversarial separation [Kaplan, Mansour, Nissim, and Stemmer 2021]
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Space complexity for Missing Item Finding!

Model Space
Static setting, random seed (@) 0(1)
Adversarial setting, random oracle (&) | © (1 + é)
Deterministic (@) 8 (Vr+iss)

TError 6 = ©(1); r < n/2; andO (-) hides polylog r factors



Do stronger lower bounds hold for random seed/tape algorithms in
adversarial setting?

» Adversarial setting, random oracle (&)

> Q (1 + %) lower bound applies to all random models

» O (1 + %) algorithm uses ) (r) oracle random bits. Open: random seed/tape
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Do stronger lower bounds hold for random seed/tape algorithms in
adversarial setting?

» Adversarial setting, random oracle (&)

> Q (1 + é) lower bound applies to all random models

» O (1 + %) algorithm uses ) (r) oracle random bits. Open: random seed/tape

In adversarial setting, is random oracle necessary for least space?

» Answer is NO in static setting (O (log m) random seed sufficient by [Newman 1991])

» Impact:

» Random seed / tape models: use hardware random generator
» Random oracle: use cryptographic pseudo-random generator
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Overview

About models for streaming algorithms
Proof and algorithm sketches

» Full result table
» Algorithm example

» Lower bounds
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Table of resultst

Model Space

Static setting, random seed (@) 0(1)

Adversarial setting, random oracle (&) 6 (1 + é)
Deterministic (@) ) (\ﬂ + |ogn>

White box adversarial, random tape ({&«) Q (qugn if § < Srormas
Zero error, random oracle (&) ) (1 + %) expected
Adversarial setting, random seed (@) conditional on pseudo-deterministic

*Error 6 = ©(1); r < n/2; andO (-) hides polylog r factors 9/14



Algorithm for adversarial setting with random oracle (&)

Input set
Algorithm state

Output

6 2 8

» Using O (r) bits from oracle, pick random list of length r 4 1

» Track which of elements in list have been seen

» Report first available element
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Algorithm for adversarial setting with random oracle (&)

Input set 6 28 51 11 3
Algorithm state * oo ®
Output 4

» Using O (r) bits from oracle, pick random list of length r 4 1
» Track which of elements in list have been seen

> Report first available element

> After analysis: O (1 + é) space needed w.h.p.
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Lower bound: Adversarial setting, random oracle (&)

A I message M ‘ A

Given: AC[n],|A|=s » Output: BE([n],|B|=t
B disjoint from A

> Implement AVOID(n,s = 5,t = 5 + 1) using MIF (n, r)
> Needs Q (st/n) = Q (r?/n) bitsChakrabarti, Ghosh, and Stoeckl 2022
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Lower bound: Adversarial setting, random oracle (&)

~alice - map
message M

Given: AC[n],|A|=s » Output: BS[n],|B|=t
B disjoint from A

> Implement AVOID(n,s = 5,t = 5 + 1) using MIF (n, r)
> Needs Q (st/n) = Q (r?/n) bitsChakrabarti, Ghosh, and Stoeckl 2022

» M = MIF algorithm state on a;,...,a;, = A
» B = set formed by repeatedly asking algorithm for output and feeding output back
into algorithm
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Pseudo-deterministic (PD) streaming algorithms [Goldwasser, Grossman, Mohanty, and
Woodruff 2020]

» For any input stream, will give exact same output with probability > 1 — ¢
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Pseudo-deterministic (PD) streaming algorithms [Goldwasser, Grossman, Mohanty, and
Woodruff 2020]
» For any input stream, will give exact same output with probability > 1 — ¢
> 2 (,/r) lower bound for random seed, adversarial setting IF pseudo-deterministic
requires €2 (r) space:
» Design adversary for random seed algorithm over a number of epochs. Either:

> Adversary can learn information about random seed (happens only O (space) times)
» Algorithm behaves pseudo-deterministically on a short stretch of the stream

possible seeds
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Pseudo-deterministic (PD) streaming algorithms [Goldwasser, Grossman, Mohanty, and
Woodruff 2020]
» For any input stream, will give exact same output with probability > 1 — ¢
> 2 (,/r) lower bound for random seed, adversarial setting IF pseudo-deterministic
requires €2 (r) space:
» Design adversary for random seed algorithm over a number of epochs. Either:

> Adversary can learn information about random seed (happens only O (space) times)
» Algorithm behaves pseudo-deterministically on a short stretch of the stream

Updates

Space lower bound for PD, given a random seed adversarial lower bound
Explicit O (ﬁ + %) random seed upper bound in adversarial setting
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White box adversarial setting [Ajtai, Braverman, Jayram, Silwal, A. Sun, Woodruff, and Zhou
2022], with random tape (@«)

» White box adversary sees algorithm state, but not future random tape

13/14



White box adversarial setting [Ajtai, Braverman, Jayram, Silwal, A. Sun, Woodruff, and Zhou
2022], with random tape (@«)

» White box adversary sees algorithm state, but not future random tape
> Lower bound: Q(r) if § < 27Pol¥logn proven by contradiction using adversary:

> Want to sample next few inputs from ¢, where ¢ also equals expected output
distribution
» Use Brouwer's fixed point theorem

X1—¢ / \
xzwqi/ \
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White box adversarial setting [Ajtai, Braverman, Jayram, Silwal, A. Sun, Woodruff, and Zhou
2022], with random tape (@«)

» White box adversary sees algorithm state, but not future random tape
> Lower bound: Q(r) if § < 27Pol¥logn proven by contradiction using adversary:

> Want to sample next few inputs from ¢, where ¢ also equals expected output
distribution
» Use Brouwer's fixed point theorem

X1~ /\
S >
a2 A e [ =

Va VB Vc Vb

» Output distribution at state avoids inputs leading to it
> “concentration” of output distributions must increase beyond limit: contradiction
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Summary

» Missing Item Finding(n, r): find element not in stream so far

» In adversarial setting, is random oracle necessary?

Model Space

Static setting, random seed (@) 0(1)
Adversarial setting, random oracle (&) 6 (1 + é)
Deterministic (@) ) (\ﬁ+ Iogn>
White box adversarial, random tape (@) Q (erogn> if 6 < Wllogn

Zero error, random oracle (&)

Adversarial setting, random seed (&)
Adversarial setting, random tape (@)

6 (1 + é) expected

conditional on pseudo-deterministic
777
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